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  Chapter iII 

CONCEPT iOF iDIGITAL iDEFAMATION i 

We iknow ithat ias ithe iInternet igrows, ithere iwill ibe imore iand imore ilawsuits iinvolving 

ilibel iand idefamation, iSays iattorney iDavid iH.1 

The isame itechnology ithat igives iyou ithe ipower ito ishare iyour iopinion iwith ithousands iof 

ipeople ialso iqualifies iyou ito ibe ia idefendant iin ia ilawsuit. iSays iProfessor iNicholas 

iJohnson, iIowa iUniversity iSchool iof ilaw.2 

Cyber idefamation ineed inot inecessarily ibe idirected iagainst ian iindividual ivictim, ibut 

iit icould ibe iharmful ito ithe iwhole isociety. iIt icould ibe idirected iagainst ian 

iindividual, ibut ithe icriminal iact iis ipotentially icapable iof iharming ia ilarge inumber 

iof ipersons iand ithat iis ithe iprincipal iobject ibehind ipunishing iit.3 

Lord iBingham iof iCornhill isaid ithat, ithe ilaw iof idefamation iin ithe icontext iof ithe iinternet 

iwould irequire ialmost ievery iconcept iand ithe irule iin ithe ifield ito ibe iconsidered iin ithe 

ilight iof ithis iunique imedium iof iinstant iworld-wide icommunication.4 

2.1 iDEFAMATION i 

Generally, idefamation iconsider ias ifalse iand iunprivileged ispeech ior istatement iof ifact ithat 

iis iharmful ito isomeone's ireputation, ior iprestige iand ipublished i"with ifault," imeaning ias ia 

iresult iof inegligence ior imalice. iState ilaws ioften idefine idefamation iin ispecific iways. iLibel 

iis ia iwritten idefamation; islander iis ia ispoken idefamation. i 

2.2 iDIGITAL iDEFAMATION i 

Digital idefamation iconsiders ias ifalse iand iunprivileged ispeech ior istatement iof ifact ithat iis 

iharmful ito isomeone's ireputation, ior iprestige iand ipublished i"with ifault," imeaning ias ia 

iresult iof inegligence ior imalice ithrough idigital iway i(as ilike isocial isite ior iany idigital iprint 

imedia). iState ilaws ioften idefine idigital idefamation iin ispecific iways. iLibel iis ia idigital 

iwritten idefamation; islander iis ia ispoken idefamation ithrough ionline. i 

There iare itwo imajor itypes iof idefamation: ilibel, ior iscripted ior iwritten idefamation, iand 

islander, ior iunwritten idefamation. iWhen ia itheoretically iinsulting istatement iis imade ionline 

ior ivia isocial imedia i-- isuch ias ivia iFacebook ior iLinkedIn ithat iinvolves ithe iwritten i(or 

i"posted") iword, iand iso iit iis ideemed ilibel. 

 
1 iRindos iV iHardwick, i1993 iALR 
2 iSuarez iCorporation iIndustries iV iBrock iMeeks, i1994, iALR 
3 ihttp://www.lawyersclubindia.com/articles/print_this_page.asp?article_id=644 
4 iCollins, iM., i(2005) iThe iLaw iof iDefamation iand ithe iInternet, 

Oxford iUniversity iPress. 

 

https://www.nolo.com/legal-encyclopedia/libel-vs-slander-different-types-defamation.html
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2.3 iPROBLEM iOF iONLINE iDAFIMATION i 

The iinternet iand isocial imedia iare iabsolutely ia igreat iinvention ifor ipeople iand isociety iin 

igeneral, ibut ithey iare ialso ian iindividually ieffective ibreeding iground ifor ipotentially 

idefamatory istatements. 

Lots ipeople ihave ilearned i(to itheir idismay) ithat ithe icyberspace ilets ipeople ito iexpress itheir 

imind iword ipractically itoo ieasily. iThe iinternet iis ichock-full iof ifascinating iweb isites 

iwhere isomeone icould ion ipurpose ior iaccidentally ileave ia ipotentially idefamatory icomment 

ior ipost. i 

Just ia ifew iof ithese ilocations iare: 

• Firstly, iletters ito ithe ieditor iof ilocal inewspapers 

• Secondly, ipublic icomments ion imedia i(i.e., inewspaper ior imagazine) iweb isites 

• Thirdly, iblogs iand icomments ito iblog ipostings 

• Fourthly, isocial imedia ilike iFacebook, iLinkedIn, iand iTwitter, iand 

• At ilast ichat irooms ior ilist iservers. 

While isome iweb isites ishow iposts ifor iinflammatory ior iillegal icontent iof itheir isite, ithe 

iscreening imethods iare inot igeared ito iexamine ievery ipost ifor idefamatory icontent, iand iso 

imany idefamatory ipostings iend iup ionline imedia. i 

2.4 iTYPRS iOF iDEFAMATION i 

Defamation ican ibe ibifurcated iinto itwo icategories iand ithese iare i– 

• Libel i– iA i i istatement ithat iis idefamatory ior iinsulting iand iis ipublished iin ia 

iwritten iform. 

• Slander i– iA idefamatory ior iinsulting istatement ispoken ithat imeans ia iverbal 

iform iof idefamation. 

Thus, ithe ifundamental idistinction ibetween iboth ithe itypes iis ithe imedium iin iwhich 

ithey iare iexpressed ithat iis, ione iis iexpressed iin ia iwritten iform iwhile ithe iother iin 

ioral iform. 

Though, ithis iarticle iwill ispotlight isolely ion ilibel ibecause ithe iInternet iis iconsidered ia 

ipermanent imethod, iand ias isuch, imost ionline isubject imatter—even ivideos—falls iinto ithe 

ilibel icategory. 

While idefamation ilaws ivary ifrom istate ito istate, ithe ithreshold ifor idetermining iif ia 

istatement iis idefamation iis igenerally ithe isame. iFor ia istatement ito iqualify ias idefamation, 

iit imust ibe: 
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• Published: iThis ijust imeans ithat ithe ideclaration ior ispeech iwas imade ipublic, inot 

ithat iit iwas iprinted iin ia ibook ior iprint imedia. iBut iSomething ishared ion ithe 

iInternet iis iconsidered i“published.” 

• False: iIf ia istatement iis inot ifalse, iit icannot ireasonably ihurt iyour ireputation. 

iConsequently, iviews ilike iThat iwas ithe iworst ihamburger iI ihave iever ieaten. 

iUsually ido inot icount ias idefamation ibecause iit iis idifficult ito iprove ithese 

istatements iare ifalse. iAfter iall, ihow ican ianyone iknow ior ijudge ithe iquality iof iall 

ithe ihamburgers isomeone ielse ihas iconsumed? iHowever, iif isomebody istated, ido inot 

igo ito ithis ibusiness: iThey istole i$500 ifrom ime! iand iyou ican iprove iyou ihave inever 

idone ibusiness iwith ithat iperson, ithen ithat iwould ibe idefamation. iIt iwas ia ilie ithey 

iknew ito ibe ifalse, ispread iwith ithe iintent ito idamage iyour ireputation. 

• Injurious: iThe ipoint iof idefamation ilaw iis ito ipay icompensation ipeople ifor ihurts 

ito itheir ireputations. iHence, iyou ineed ito ishow ihow ia ifalse istatement ihas idamaged 

iyour istatus. iFor iexample, iit icost iyou iyour ijob, ihurt iyour ibusiness, ior iruined iyour 

irelationships. iBecause iof ithis, ipeople iwho ihad ibad ireputations ito ibegin iwith 

iusually ido inot iget imuch ibenefit ifrom ia idefamation ilawsuit. 

• Unprivileged: iIn ispecific isituations, ipeople iare iprotected i(privileged) ifrom ibeing 

isued ifor idefamation. iFor iexample, iwhen ia iperson iis iappearing iin icourt ior iwhen 

isomeone iis itrying ito iinform iothers iabout isomething iunsafe. 

 

2.5 iSHOULD iYOU iFILE iA iLAWSUIT iON iTHE iDIGITAL iDEFAMATION i** 

When iit icomes ito ionline idefamation, imost ipeople’s ifirst ithought iis ishould iI ihire ia 

ilawyer? iThe ianswer iis iit idepends ion iyour isituation.” i 

Filing ia idefamation isuit ican ibe ia ismart istrategy iin icertain isituations. iEven ithen, ihowever, 

iit iis irarely ienough ion iits iown. iYou imay iwin ilegal irespite, ibut ithat iwill inot inecessarily 

istop ithe idefamatory iinformation ifrom ispreading iacross ithe iInternet. 

When ideciding iwhether ito itake ithe ilegal iroute, iyou ineed ito iconsider ia inumber iof ifactors, 

iincluding ithe istrength iof iyour ireputation iprior ito ithe iattack i(a iwell-established ionline 

iimage ican iserve ias ia ibuffer iagainst idefamatory iattacks) iand ihow imuch itime iand imoney 

iyou ihave iavailable ito idevote ito ithe icase. 

The imost iimportant ithing ito iknow iis ithat ifiling ia ilawsuit ican itrigger ithe iStreisand ieffect, 

iwhich iis iwhen ian iattempt ito icover iup isensitive iinformation iends iup iamplifying iit 

iinstead, iespecially iif ithe iinformation iin iquestion iis iscandalous ior iotherwise igossip 

iworthy. iA ireporter icoined ithis iterm iin i2005 iafter iBarabara iStreisand iwent ito icourt ito 

imake ia iphotographer iremove ia iphoto iof iher ihome ifrom ihis iwebsite. iBefore iStreisand 

https://www.reputationdefender.com/blog/orm/streisand-effect
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ifiled ithe ilawsuit, ithe iphoto ihad ionly ibeen idownloaded ia ihandful iof itimes. iAs ia iresult 

iof ithe ipublicity isurrounding ithe icase, ithe iimage igained inearly ihalf ia imillion iviews.5 

The isame ithing ican ihappen iwhen iyou ifile ia idefamation ilawsuit. iBecause iof ithe 

isalacious inature iof idefamatory iremarks, inews iabout ithese ikinds iof icases itends ito 

ispread iquickly. iThis imeans ithat ieven imore ipeople iwill isee ithe inegative iremarks 

iyou iare itrying ito iremove. iThus, iby itrying ito iforce isomeone ito iremove ia 

idefamatory iremark, iyou imight iend iup imaking ithe isituation iworse iand icausing 

imore idamage ito iyour ireputation. iAnother ithing ito iconsider ibefore ideciding ito ihire 

ia ilawyer iis ithat ilawsuits ican ibe ilengthy iand iexpensive, ieven iif iyou ihave ia islam-

dunk icase. iThis iis ibecause iit ican ibe idifficult ito iidentify ithe iperson idefaming iyou, 

ias ithe ifamous iLiskula iCohen icase idemonstrated. iAnd iit ican ibe ieven iharder ito 

iprove ithat isomeone ihas iengaged iin idefamation.6 

2.6 iWHAT iSTATES iLAW iAPPLIES? iWHERE iCAN iYOU iSUE iFOR iDIGITAL 

iDEFAMATION? 

This iis ia idifficult iissue ithat ihangs ion iwhat istate iyou ilive iin, iwhat istate ithe ialleged 

idefamer ilives iin, iand ithe icontacts ithat ithe idefamer ihas ihad iwith iyour istate, iif iany. iIf 

iyou ithink ithat iyou ihave ibeen idefamed iby icomputer, iyou ishould icontact ia iqualified 

iattorney ias isoon ias ipossible ito italk iabout iyour ilegal ioptions iand ithe ibest icourse iof 

iaction. i 

2.7 iDAMAGES iFOR iDEFAMATION i** 

In imost istates, ithe iplaintiff imust ialso iprove ithat ithe idefamatory istatement icaused ihim ior 

iher iactual idamage. iActual idamages iinclude isuch ithings ias ithe iloss iof ia ijob ibecause iof 

ithe idefamatory istatement ibut ican ialso iinclude imental ianguish ior isuffering iassociated iwith 

ithe idefamation. iSome ijurisdictions ialso irecognize i"per ise" idefamation, iwhere idamage iis 

ipresumed iif ithe idefamatory istatement irelates ito ione iof ithe ifollowing isubjects: 

• Impugns ia iperson's iprofessional icharacter ior istanding. 

• States ior iimplies ithat ian iunmarried iperson iis iunchaste i(e.g., iis isexually iactive). i 

• States ior iimplies ithat ia iperson iis iinfected iwith ia isexually itransmitted idisease; ior 

• States ior iimplies ithat ithe iperson ihas icommitted ia icrime iof imoral iturpitude i(e.g., 

itheft ior ifraud). 

2.7 iPARALLEL iLAGAL iCLAIMS iBASED iON iALLEGEDLY iFALSE iSTATEMENT 

i** 

It iis icommon ifor idefamation iplaintiffs ito iassert inot ionly ia iclaim ifor idefamation, ibut ialso 

iclaims ifor iinfliction iof iemotional idistress, iinterference iwith ibusiness irelationships, ietc., 

 
5 iMike iMasnick iof iTechdirt icoined ithe iterm iin i2005 i 

in irelation ito ia iholiday iresort iissuing ia itakedown inotice ito iurinal.net i(a isite idedicated ito iphotographs iof 

iurinals) ioveruse iof ithe iresort's iname. 
6 iCohen iv. iGoogle iInc. iand iBlogger.com i(New iYork iSup. iCt., i2009) 
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iarising iout iof ithe isame iallegedly ifalse istatements. iThese iparallel iclaims iwill iordinarily 

ibe isubject ito ithe isame ilimitations, iprivileges, iand idefenses ias ithe imain idefamation iclaim. 

iFor imore iinformation, isee iour isection ion iOther iFalsity-Based iLegal iClaims. 

 

 

 

 

Chapter iIII 

DIGITAL iDEFAMATION iIN iBANGLADESH i 

3.1 iINTRODUCTION 

Crimes icommitted idue ito imisuse iof isocial inetworking isites iare ibecoming ia iserious imatter 

iin iBangladesh ias iwell ias iwhole iover ithe iworld. iStudy ithe ikey iobjective iof ithis ipaper iis 

ito iexamine ihow isocial inetworking iwebsites iare ibeing imisused iin icommitting icrimes 

iespecially idefamation ion ionline ienvironment iin iBangladesh iand ito ianalyze ithe ilegal 

iframeworks iand ithe iattitudes iof ijudiciaries iof ithese ijurisdictions ion ithe ipresent imatter. iIt 

ialso iattempts ito iidentify ithe icertain iissues iand ichallenges. iSocial iNetworking iSites 

iparticularly iTwitter i& iFacebook iare ileading ito ivarious ioffences iespecially ioffensive iand 

idefamatory ispeech iin ithose iplatforms. iAlthough ilegal iinstruments irecognize isuch iactivities 

ias ioffences, ithe icontrolling iof ithose iis ibeing iaffected idue ito iexistence iof icertain 

isubstantive ias iwell ias iprocedural ilacuna iin ilaws iand iineffective ienforcements 

imechanisms. iThe iscope iof icrimes icommitted iin icyber ispace idue ito imisuse iof isocial 

inetworking isites iis iwide, ibut ithe iambit iof ithis ipaper iis ilimited ito ioffensive istatements 

iespecially icyber idefamation. iIt iis inot igoing ito idistinguish idefamation icommitted ionline 

ienvironment iunder icivil ior icriminal ilaws irather ito ianalyze idefamation icommitted iin 

iBangladesh ithrough iFacebook i& iTwitter. 

3.2 iCYBER iCRIME iIN iBANGLADESH i 

Generally, icyber-crime iis ia icrime icommitted iin icyber ispace ior ion ionline ienvironment. iIt 

iis idefined ias ian iunlawful iact iwherein ithe icomputer iis ieither ia itool ior ia itarget ior iboth.7 

iComputer iusing ias ia itool ior imedium imeans icomputer iis ibeing iused ito icommit ianother 

icrime iprescribed iin icriminal ilaws ie.g., iinducing ito icommit iany icrime ithrough iposting ior 

isharing istatement iin iany iblogs, iFacebook, ior iTwitter. iAnd icomputer iis iused ias ia itarget 

imeans idamaging icomputer ithrough iinternet ie.g. iposting imalware ito iaccess iwithout 

iauthorization iknown ias ihacking. i 

 
7 iThe iPenal iCode. is. i500. 
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Cybercrime iis ia iworldwide iproblem inow. iAs iit iis iknown ithat ithere iis ino iuniversal 

idefinition iof icrime. iGenerally, ia icrime iis ian ianti-social iact ifor iwhich ipunishment iis 

iavailable. iWhen ia icrime iis icommitted iin icyber ispace ior ionline ienvironment, iit iis idefined 

ias ia icyber-crime; ihence, ia icyber-crime iis iconstituted iwith iall ielements iof iparticular 

ioffences, iplus iadmissibility iof icyber ispace. iIt imay ibe iargued ithat icyber ispace iis inot 

ireal, iso idoing iantisocial iact iwill inot ibe itreated ias icrime. iIf iany ianti-social iactivity 

icommitted iin ireal iworld iis ian ioffence, isuch ianti-social iaction icommitted ionline iin iany 

iplatform ior iformat ishould ibe iconsidered ias ian ioffence ias iactivities ibear isimilar ieffects 

iin icyber ispace ias ibears iin ireal ispace. i 

There iare idiverse iof icrimes imay ibe icommitted ion ionline isocial inetworking iplatforms. iFor 

iexamples, icopyright iviolation ior iunauthorized idata isharing, ipiracy, iharassment, icyber 

ipornography, ionline ifraud, iidentity itheft, iprovocation ito icommit icrime ietc. ican ibe 

icommitted iin ior iby iusing iFacebook. iMoreover, iusers imay icontain ioffensive icontents 

iincluding icyber ithreat ior iextortion ito iinjure idefamatory istatement iand ihate ispeech ietc. iin 

ihis ior iher iFacebook ior iTwitter iplot. 

In ia icase, ia iperson iposted ia idefamatory iand ithreatening istatement iagainst iPrime iMinister 

iof iBangladesh iin ihis iFacebook iprofile. iHe iwas icharged iunder isection i57 iof ithe 

iInformation iand iCommunication iTechnology iAct i2006 ifor icommitting icyber idefamation. 

iHe iwas itried iexpartee ias ihe idid inot iserve ihis idefense. iOn iJanuary i4, i2012, ithe iHigh 

iCourt iDivision isentenced ihim ito isix imonths iin ijail ifor idisregarding ia icourt isummons 

iand icontempt iof icourt irule iin iconnection iwith iderogatory icomments ion ithe iprime 

iminister ion iFacebook.8 i 

It iwas inot ipossible ito iimplement isuch ipunishment ias ialleged ioffender ilives ioutside iof ithe 

icountry, ialthough ithe icourt idirected ithe iforeign isecretary ito itake isteps ito ibring iaccused. 

iIn ianother icase iwhere ion iApril i23, i2012 ia icomplaint iwas ifiled iaccusing iHafizur iRahman 

iRana ifor iissuing ideath ithreat ito iPrime iMinister ion ihis iFacebook iwall. iOn iSeptember i20, 

i2012, ithe icharges iagainst iaccused iwere iframed iand idecided ito itry ihim iin iabsentia ias ihe 

idid inot iappear iin ithe icourt. iOn i27th iJune i2013, iDhaka iMetropolitan iSessions iJudge 

isentenced ithe iaccused iin ihis iabsence ito ifive iyears iunder isection i57 iof iICTA i2006 ifor 

ipublishing ifake, iobscene ior idefamatory iinformation iin ielectronic iform, iand ito itwo iyears 

iunder isection i506 iof ithe iPenal iCode ifor icriminal iintimidation.9 iThis iis ia ihistoric iverdict 

ias iit iis ithe ifirst iever ijudgment iunder ithe iICTA i2006. iOn i8 iOctober i2013 ianother 

iallegation iwas imade iagainst iMr. iWahiduzzaman ifor iposting idefamatory istatement iin 

iFacebook iagainst ithe ison iand isister iof iPrime iMinister imade ion iAugust i22 iin ithe isame 

iyear. iHe iwas iarrested iand iis istill iin ijail, iand ithe icharge iagainst ihim iwas iframed iunder 

iICTA ifor imaking idefamatory istatement.10 iIn iall iof ithe istated icases ibrought ibefore ithe 

 
8 i iDeath iThreat ito iPM ion iFacebook, iFormer iBUET iteacher igets i7yrs iin ijail. i(2013, iJune i28). iNew iAge 

i(Online iEd.). iRetrieved ifrom ihttp://www.newagebd.com/detail.php?date=2013-06-28&nid i=54778#. 

iUyCL5IXXiOp i(2014, iMarch i13). 
9 iIbid 
10 iThe ireport iwas ipublished ion i10th iFebruary i2014 iin ibangle iin ihttp://tazakhobor.com 
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icourt iunder iICTA i2006, idefamatory icomments iwere imade iagainst ipolitical ifigures iof 

iruling iparty. i 

From ithese iincidents, ithere iis ia ichance iof irealisation ithat ilaw ienforcement iagencies imight 

ibe iinfluenced ias ipolitical ibias icould ibe iinvolved iin ithe iproceedings. iIn iearly i2013, isome 

isocial inetworking isites iusers istarted ito iuse idefamatory istatements ion isocial imedia iagainst 

ithe ireligion iof iIslam. iThe igovernment iformed ia icommittee ito itrack isuch iusers. iFour ianti-

Islamist ibloggers iand iFacebook iusers ihave ibeen iarrested iin idifferent iareas iin ithe icapital 

ion isuspicion iof imaking iderogatory icomments iabout iIslam. iOn i09-09-2013, ithe iDhaka 

iMetropolitan iSessions iJudge’s iCourt ihas icharged ifour iin itwo icases iunder isections i57(1) 

i& i57(2) iof ithe iICTA ifor iinflammatory iwriteups iand ihurting ireligious isentiments iin 

ionline iplatforms i(for ihurting ireligious isentiments).11However, ithe iproceedings iof ithe itwo 

icases iwere ichallenged iin ithe iHigh iCourt iDivision, iand ion iFebruary i16, i2014 ithe icourt 

iruled ia istay iof iproceedings ifor ithree imonths.12This iis ithe ifirst itime iany iaccused ihas 

ibeen icharged iunder ithe iICTA iafter iit iwas iamended. iIf itheir iguilt iis iproved, ithey icould 

ibe iawarded ibetween iseven iand ifourteen iyears iin iprison ior ito ifine iupto iBDT i10 imillion 

ior iboth, iunder ithe iamended iprovisions. i 

In iBangladesh, iparticularly iyoung iwomen iare imore ilikely ithan imen ito iface isevere ionline 

iabuse ithat iis isexualized iand iviolent. iIn ispite iof iweak iinstitutional iprotection, iwomen 

ioften imake iformal ireport iof iharassment, iabuse, iand iviolence ioriginated ifrom ionline 

ispaces. iAccording ito ia istudy, i73 ipercent iof iwomen iinternet iusers ihave ireported 

icybercrime i(Zaman, iGansheimer, iRolim, i& iMridha, i2017). iAs iof iDecember, i2017 ithe 

igovernment’s iInformation iand iCommunication iTechnology iDivision’s iCyber iHelp iDesk 

ihas ireceived imore ithan i17,000 icomplaints, i70 ipercent iof icomplainants iwere iwomen. 

3.3 iLEGAL iREGIME iIN iBANGLADESH i 

For ithe ipurpose iof icontrolling icyber-crimes iincluding idefamation icommitted iin icyber 

ienvironment, ithe iInformation iand iCommunication iTechnology iAct i2006 i(hereinafter icalled 

iICTA) iwas ienacted iin iBangladesh. iSection i57 iof ithe ipresent iAct icriminalizes iany 

ideliberate ipublishing ior itransmitting ior icausing ito ipublish ior itransmit ion ithe iwebsite ior 

iin ielectronic iform iany imaterial iwhich iis ifake iand iobscene ior iits ieffect iis isuch ias ito 

itend ito ideprave iand icorrupt ipersons iwho iare ilikely, ihaving iregard ito iall irelevant 

icircumstances, ito iread, isee ior ihear ithe imatter icontained ior iembodied iin iit, ior icauses ito 

ideteriorate ior icreates ipossibility ito ideteriorate ilaw iand iorder, iprejudice ithe iimage iof ithe 

iState ior iperson ior icauses ito ihurt ior imay ihurt ireligious ibelief ior iinstigate iagainst iany 

iperson ior iorganization, ithen ithis iactivity iof ihis iwill ibe iregarded ias ian ioffence, iand ishall 

ibe ipunishable iwith iimprisonment ifor ia iterm iwhich imay iextend ia iminimum iof i7 iyears 

iand ia imaximum iof i14 iyears ior iwith ia ifine iwhich imay iextend ito iBDT i1 icrore i(10 

imillions) ior iwith iboth.13Moreover, ithe iPenal iCode i1860, ia igeneral icriminal ilaw, ialso 

 
11 iRetrieved ifrom ihttp://www.globaltimes.cn/content/809498.shtml#.Ur1i4VGczIU(2013, iNovember i20 i) 
12 iThe inews iof ithis istay iproceedings iwas ipublished ion i16th iFebruary i2014 iin ibangle iin 

ihttp://www.banglanews24.com 
13 i iThe ioriginal isection i57 iprescribed imaximum iimprisonment iof i10 iyears iand iof ifine iof i1 icrore itaka. 

iBy ivirtue iof ithe iInformation iand iCommunication iTechnology i(Amendment) iAct i2013, ipenalties ifor 
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idescribes idefamation ias ian ioffence. iAccording ito isection i499 iof ithe isaid iCode, isubject 

ito icertain iexceptions imentioned iin ithe ipresent isection imaking ior ipublishing iany 

iimputation iconcerning iany iperson, iintending ito iharm ior iknowing ior ihaving ireason ito 

ibelieve ithat isuch iimputation iwill iharm ithe ireputation iof isuch iperson, iby iwords ieither 

ispoken ior iintended ito ibe iread ior iby isigns ior iby ivisible irepresentations iis ia ipunishable 

ioffence. iAdditionally, iin ithe ilegal isystem iof iBangladesh iit iis ialso iopen ifor ithe idefamed 

iperson ito iacts iunder itort ilaw, iand iclaim idamages ifor imaking iand ipublishing iany 

idefamatory istatement. i 

3.4 iLAW iENFORCEMENT iMECHANISMS iIN iBANGLADESH iFOR iONLINE 

iDEFAMATION i 

No imatter ihow igood ia ilaw iis, iif ithere iis ino ienforcement imechanism, iit iis idead iletter. 

iThe ilaws iof iboth ijurisdictions itried ito iset iup ivarious ienforcement imechanisms ito ifill iup 

ithese irelevant igaps. iThe iICTA iauthorizes ithe ipolice ito iarrest iwithout iwarrant ifor ithe 

ipurpose iof ieffective ienforcement iby iway iof iinserting ioffences ias icognizable. iIn i2013, 

ithe iICTA iestablished ia ifirst itrack iprocess iin ithe iform iof icyber itribunal iwhich iacts iunder 

iits iparent ilaw idealing iwith icyber-crimes iin iBangladesh. iLess ipolitical iwill iis ione iof ithe 

idilemmas iin ithe ienforcement iof iany ilaws ishown iin ithe iattitudes iof ilegislature ias ispecial 

itribunal ihas ibeen iestablished iafter ilong itime ias ithe iICTA iwas ipassed iin i2006. iLaw 

ienforcement iagencies icomparatively ihave ilittle iexpertise ion icyber iissues. i 

The iICTA imade ielectronic idata iproduced iby icomputer, ifor iexample, ie-mails ias iadmissible 

ievidence,14 iconflicting iwith ithe icountry’s iEvidence iAct i1872 iwhich idoes inot irecognize 

ithe isame ias ievidence. iBy icontrast, iMalaysia iresolves iit iby iinserting isections i90A, i90B 

i& i90C iin iEvidence iAct i1950.It imay ibe iargued ithat iEvidence iAct iof iBangladesh idoes 

inot iprohibit ie-data, ihow ican iit ibe isaid ithat iit iis inot irecognizing ithe isame. iInterpretation 

iclause iof iEvidence iAct idefines i‘document’ ias i“any imatter iexpressed ior idescribed iupon 

iany isubstance iby imeans iof iletters, ifigures ior imarks, ior iby imore ithan ione iof ithose 

imeans, iintended ito ibe iused, ior iwhich imay ibe iused, ifor ithe ipurpose iof irecording ithat 

imatter”. i15Whether ionline iplatform iis ia isubstance ior inot iis ian iunsettled iissue. 

3.5 iJUDICIAL iVIEWS iIN iBANGLADESH i 

In i2006, ian iEnglish icourt iin iKeith-Smith iv iWilliams iconfirmed ithat ithe iexisting ilibel ilaw 

iapplies ion inet.16 iSimilarly, ithe iattitudes iof ijudiciaries iof iBangladesh iis ialso ipositive ias 

ithe icrimes icommitted ion ionline iplatforms ispecifically iFacebook iand iTwitter iare ibeing 

ienforced iin ithe icourt iof ilaw. iThe inumber iof iFacebook iand iTwitter iusers iin iBangladesh 

iexperiences imight ibe iequal ias iin iboth iFacebooking iand itwitting icases iare ibeing ibrought 

ibefore ithe icourt iof ilaws, iwhereas ialmost iall icases iregarding icyber-crimes iincluding icyber 

idefamation iand ireligious iinsult icommitted idue ito imisuse iof iFacebook iwere icome ibefore 

 
icybercrimes iwere iincreased iby isetting ia iminimum iof iseven iyears iimprisonment iand ia imaximum iof i14 

iyears ior ia ifine iof iTk i1 icrore ior iboth 
14 iThe iICTA. is. i13 
15 iThe iEvidence iAct i1872. is. i3. 
16 iRetrieved ifrom ihttp://www.theguardian.com/media/2006/mar/23/digitalmedia.law i(2014, iJanuary i2) 
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ithe ijudiciary iof iBangladesh. iBangladesh iis icommon ilaw icountries iand iadopted itort ilaw 

ifrom iEnglish ilaws. iBy ivirtue iof isections i3 i& i5 iof iCivil iLaw iAct i1956. i 

Though ithere iis ino ibinding iauthority, ithe icourts iof iBangladesh ialso ifollow iEnglish irule 

ias ipersuasive iauthority. iFrom ithe ijudicial icases, iBangladesh icourts iexperienced iall ithe 

icases ibecause iof iimproper iuse iof iFacebook iinvoked ias icriminal ioffences iwhich idoesn’t 

imean ithere iis ino iapplication iof itort ilaw irather imeans ithere iis ivery irear itort iapplication. 

iDefamation icommitted iin iTwitter iand iFacebook iis iwell iestablished iin iBangladesh iby 

ijudicial iprecedents, ithat iis ito isay, isome icases ihave ialready ibeen idecided iby ithe iHigh 

iCourts iand isome iof iunder itrail. iSome iof icases ibrought ibefore ihigher ijudiciary iin 

iBangladesh iwho imakes ibinding iprecedent iin iBangladesh iscenario. iIn iBangladesh, ithe 

itrend ito icome ibefore ithe icourt ion isaid iissues iare istarted ibefore ibut imost iall icases iare 

ipending ibefore ilower icourts iand ivery ifew icases idecided iby itrial icourt. iIf ithese icases 

iwill igo ito ihigher icourt iby iway iof iappeal ior iby iany ilawful iapplication, iit iis ithought ithat 

iissues iwill ibe iconsidered iin ithe isame iline ias iit iwas ithought iby ithe iother icountry 

ijudiciary. iIn iorder ito iestablish ia idefamation icase iin ithe icourt iof ilaw, ithe iclaimant ihas 

ito iprove ithat ithe idefendant imade ia ifalse iand idefamatory istatement iconcerning ithe 

iplaintiff, iwhich iis iinjurious ito ihim, iand ipublished iit inegligently iwhich iwas iunprivileged.17 

iIn ithe icase iof iAyoba ibin iSamad iv iTS iSambanthamurthi, iMohamed iDzaiddin iJ. iheld ithat 

iin idefamation icases, ithe iburden ilies ion ithe iplaintiff ito iprove ithat ithe istatements ior iwords 

ibearing ia idefamatory imeaning; ithe istatements ior iwords ireferring ito ithe iPlaintiff; iand ithe 

istatements ior iwords iwhich iformed ithe isubject imatter iof ithe iaction ihad ibeen ipublished. 

i18If ithe istatement iis itrue, ithe iperson iagainst iwhom istatement iwas ipublished idoes inot 

ihave igrounds ito isue, ieven iif iit idamaged ihis ior iher ireputation. i 

Therefore, iit ican ibe istated ithat ilike ia ireal-world idefamatory iclaim, isame ilegal 

irequirements ishould ibe itaken iinto iconsideration iby ithe icourts ito idecide ia idefamation 

imatter ion iany ionline iplatform iincluding iFacebook iand iTwitter. 

Bangladesh ilegislated ian i‘ICT iAct’ iin i2006 i(amended iin i2013) ito icombat icybercrime iand 

ionline iharassments. iHowever, ithe iprovisions iof ithis iAct iare iquite iinsufficient ito 

iundertake ilegal imeasures iappropriately ias iit idoes inot iaddress igender-based iviolence 

ionline iin ia iclear iand ieffective imanner. iSimilarly, ithe i‘Telecommunication iAct i2001’ idoes 

inot iaddress ithe igender-based iviolence ithat ioccurs ivia ithe iuse iof itelecom inetworks ior ithe 

iinternet. iThe iPornography iControl iAct iis inot iproperly iused ito icombat icyber iviolence 

ibecause iof ithe iinstitutional icorruption iand ipowerful iallies iwith ithe iruling ipolitics. iThe 

iinfluential iremains isafe ialways iif ithe ivictims iare ipoor. iAlso, iBangladesh ihas iformed ia 

i‘Cybercrime iTribunal’ ithat iaddresses icyber iviolence. iHowever, iaccording ito imost 

iaccounts, iaround i90 ipercent iof ithe iinstances iof ionline iviolence iare inot ireported iby ithe 

ivictims. iInformation ireceived iunder iRight ito iInformation i(RTI) iAct ireveals i- i"from 

i28.07.2013 ito i10.02.2016, ithe iCybercrime iTribunal ireceived i520 icases iof iwhich i328 

 
17 iiRetrieved ifrom ihttp://injury.findlaw.com/torts-and-personal-injuries/elements-of-libel-

andslander.html#sthash.fTwUgMF0.dpuf i(2013, iNovember i11) 
18 ix[1989] i1 iMLJ i315; i[1989] i1 iCLJ i152; i[1989] i1 iCLJ i(Rep) i321; i 
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icases iwere idropped.” iNews imedia iin iBangladesh iare imostly iunable ito inotice ithe iangel 

iof igender iviolence iin icybercrime. 

Bangladesh ipolice ihave iopened ia icyber iwing ito ideal iwith ithe iincreasing inumber iof icyber 

ithreats iand iit iis iresponsible ifor imonitoring icybercrimes iand itracking ithe icriminals. iBut 

igender-based iviolence ionline iis inot icovered ias ia ispecific iaction. iAlso, iBangladesh 

iTelecommunication iRegulatory iCommission i(BTRC) iis iworking ito iregulate iand imonitor 

icybercrime. iThis icommission iblocks iinappropriate iwebsites, iblogs, iand iFacebook iaccounts. 

iOn ithe iother ihand, ithere iis iconcern ithat isometimes ithe ioverreach iof ilegal itools irelated ito 

ithe isafety iof iwomen iin icyberspace ihelp ithe ienforcing iagencies ito icreate irestriction iof 

ifreedom iof iexpression. iFor iinstance, isome ivictim iof icyber iviolence itake ilegal iaction iunder 

isection i57 iof iICT iAct iwhich ialso icriminalizes ithe iposting ionline iof iinflammatory ior 

iderogatory iinformation iagainst ithe istate ior iindividuals, ithus istifles ifreedom iof ispeech. 

iThough ithe ipercentage iof iwomen iamong ipeople iwho iinvoked isection i57 iof iICT iact iis 

ivery ilow i(Zaman, iGansheimer, iRolim, i& iMridha, i2017). iA iRight ito iInformation 

iapplication ireceived ia iresponse ithat, iout iof i520 icases ifiled iunder ithe ilaw iover ithree iyears, 

i90 icases iwere ifiled iby iwomen ibetween iMarch i2013 ito iFebruary i2016. 

 

 

 

 

 

 

 

 

Chapter iIV 

REGULATION iOF iBNGLADESH iAND iDIGITAL iDEFAMATION: iCOMPARATIVE 

iSTUDY i 

4.1 iLEGAL iRESPONSE iTO iCYBER iCRIME iIN iBANGLADESH 

In iorder ito ifacilitate ie-commerce iand iencourage ithe igrowth iof iinformation itechnology, ithe 

iICT iAct, i2006 iwas ienacted imaking iprovisions iwith ia imaximum ipunishment iof i10 iyears 

iimprisonment ior ifine iup ito itaka i10 imillion ior iwith iboth. iHowever, irecently iour 

iParliament iamended ithe iICT iAct i2006, iraising ipenalties ifor icybercrimes isetting ia 

iminimum iof i7 iyears iimprisonment iand ia imaximum iof i14 iyears ior ia ifine iof iTk. i1 icore 
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ior iboth. iThe ibill imade ioffences iunder isections i54, i56, i57 iand i61 iof ithe iICT iAct, i2006 

icognizable iand inon-bail iable, iempowering ilaw ienforcers ito iarrest ianyone iaccused iof 

iviolating ithe ilaw iwithout ia iwarrant, iby iinvoking isection i54 iof ithe iCode iof iCriminal 

iProcedure. i 

All isuch ioffences iwere inon-cognizable iin ithe iICT iAct, i2006. iHowever, iall iconcerned 

iapprehend iof ithe imisuse iof ithe ipower iby ithe ipolice. iThe iICT iAct, i2006 ias iamended iin 

i2013 iis iobviously ia ibrilliant iachievement iof iBangladesh iin ithe ifield iof icyber ilaw. i 

iCritics ipoint iout ithat istill ithere iremain icertain ispecific ilimitations iof ithe isaid iAct ias 

iunder. 

(i) The iAct iremains isilent iabout ivarious iintellectual iproperty irights ilike 

icopy iright, itrademark iand ipatent iright iof ie-information iand idata. i 

(ii) The ienactment ihas ia imajor ieffect ion ie-commerce iand im-commerce iin 

iBangladesh. iBut iit ikeeps iitself imum ias ito ielectronic ipayment iof iany 

itransaction. 

(iii) The ilegislation iwas iinitially isupposed ito ibe iapplied ito icrimes icommitted 

iall iover ithe iworld; ibut inobody iknows ihow ithis ican ibe iachieved iin 

ipractice. i 

(iv) Spamming ihas ibecome ia iperil iin ithe iwest ias isuch ithey ihave imade ianti 

ispamming iprovisions iin icyber ilaw. iHowever, ithere iis ino ianti ispamming 

iprovision iin iour iAct. i 

(v)  iDomain iname iis ithe imajor iissue iwhich irelates ito ithe iinternet iworld 

ithoroughly. iBut ithe iICT iAct, i2006 idoes inot idefine i‘domain iname’ iand 

ithe irights iand iliabilities irelating ito ithis. i 

(vi) The iAct idoes inot iaddress iany icrime icommitted ithrough iusing imobile 

iphones. i 

(vii) This ilaw imade ie-mails ias ievidence, iconflicting iwith ithe icountry’s 

iEvidence iAct ithat idoes inot irecognize ias ie-mails ias ievidence. iWe ihope 

iour igovernment iwould itake iproper iinitiative ito iget irid iof ithe iproblems 

ifor iensuring ia icyber-crime ifree ipeaceful isociety. 

4.2 iNECESSARY iLEGISLATIONS iIN iBANGLADESH iTO iTACKLE iCYBERCRIME 

Inventions, idiscoveries, iand inew itechnologies iwiden iscientific ihorizons ibut ialso ibring inew 

ichallenges ifor ithe ilegal iworld. iInformation iTechnology iis ibrought iby icomputers, 

icomputer inetworks, iinternet, iand icyberspace. iIt ialso ibrought imany inew iproblems iin 

ijurisprudence. iThere iwas iinsufficiency iof ilegislation iwhile idealing iwith ithe iinformation 

itechnology. iThroughout ithe iworld ithe ijudiciary idealing iwith ithe inew iproblem ilike 

icybercrime, iadjudication iand iinvestigation iof icybercrime, iintellectual iproperty iRights 

iissues iin icyber iworld ietc. iThe iUnited iNations iCommission ion iInternet iTrade iLaw 

i(UNCITRAL) iadopted ithe iModel iLaw ion iElectronic iCommerce iin i1996.Model iLaw 

iprovides ithat iall iNation ishould iconsider iit, iwhen ithey ienact iand irevise itheir ilaws. iThe 

iModel iLaw iprovides ifor iequal ilegal itreatment iof iusers iof ielectronic icommunication iand 

ipaper-based icommunication. iHence ithe imost iimportant ienactment iof ithe iBangladesh 

iInformation iand iCommunication iTechnology iAct, i2006 iand iInformation iand 
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iCommunication iTechnology i(Amendment) iAct, i2013 ihas ibeen idone i(Sec. i4 iof ithe 

iinformation i& icommunication iAct, i2006). iCybercrime ican iinvolve icriminal iactivities ithat 

iare itraditional iin inature, isuch ias itheft, ifraud, iforgery, idefamation, iand imischief, iall iof 

iwhich iare isubject ito ipenal ilaws iof ia icountry. iThe iabuse iof icomputers ihas ialso igiven 

ibirth ito ia igamut iof inew iage icrimes ithat iare iaddressed iby ithe ispecial ilaws ienacted ito 

ipenalize ithese icrimes. iFor iexample, iin iBangladesh iTatha iO iJogajog iProjukty iAin i2006. 

Information iand iCommunication iTechnology iAct, i2006 iand iInformation iand 

iCommunication iTechnology i(Amendment) iAct, i2013 idefines icertain ioffences iwhich idoes 

inot icover iby ithe iPenal iCode. iAnd iso, iit ican ibe isaid ithat ithe iPenal iCode, i1860 iis inot 

ieffective ienough iin idealing iwith icybercrimes. iThe iparliament iof iBangladesh ihas ienacted 

iInformation iand iCommunication iTechnology iAct, i2006 iwhich idefines icertain iactivities ias 

icrime. iThe iactivities iwhich imade ipunishable iunder ithe iInformation iand iTechnology iAct 

iof i2006 ishall ibe ithe icybercrimes ifor ithe iterritory iof iBangladesh. iThe iactivities iare: i 

i. Mischief iof icomputer iand icomputer isystem i 

ii. Alteration iof isource icode iof icommuter 

iii. Hacking iin icomputer isystem i 

iv. Publication iof ifalse, iindecent, iand idefamatory istatement ior iinformation 

iin ielectronic iform iv. i 

v. Access iin ireserve isystem. i i 

vi. False irepresentation iand iconcealment iof iinformation i 

vii. False ielectronic isignature icertificate. i 

viii. Transmission iof isecrecy 

ix. Disclosing ielectronic isignature ifor icheating. i 

x. Committing icrime ithrough icomputers. 

4.3 iCYBER iTRIBUNAL i 

According ito isection i68 iof ithe iInformation iand iCommunication iTechnology iAct, i2006 ifor 

ithe ispeedy iand ieffective idisposal iof icases iunder ithis iAct, iGovernment ishall iestablish ione 

ior imore icyber itribunal. iThe itribunal ishall itry ionly ithe ioffences iunder ithis iAct iand ithe 

iGovernment ishall idetermine ithe ilocal ijurisdiction iof ithe itribunal. iIn iconsultation iwith ithe 

iSupreme iCourt, iGovernment ishall iappoint ion iSessions iJudge ior iAdditional iSessions 

iJudge ias ia ijudge iof iCyber iTribunal. iCyber itribunal ishall itake ia icase ifor itrial i– ia) iUpon 

ithe ireport iof ia ipolice iofficer inot ibelow ithe irank iof isub-inspector ior ib) iUpon ia icomplaint 

imade iby ia icontroller iappointed iunder ithis iAct ior iby iany iother iperson iauthorized iby ithe 

icontroller 

The itrial iprocedure iof icyber itribunal ishall ifollow ichapter i23 iof iCriminal iProcedure iCode, 

i1893 i(Trial iProcedure iby ithe iCourt iof iSessions) iso ifar iit iis iconsistent. iIf ithe iaccused iis 

iabsconded, itribunal ican itry ithe icase iin iabsentia. iIn ithis icase itribunal ihas ito icircular ian 

iorder iin itwo iBangla inewspapers ito iappear ithe iaccused ion ia ispecified idate. iCyber 

itribunal ishall iapply ithe iprovisions iof iCriminal iProcedure iCode iand iit ishall ihave ithe 

isame ipower; ia iSessions iCourt iempowered ito iapply iin iits ioriginal ijurisdiction. iPublic 

iprosecutor ishall iconduct ithe icase ion ibehalf iof ithe iGovernment. iTribunal ishall iconclude 
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ithe itrial iwithin isix imonths ifrom ithe idate iof iframing icharge. iThis iperiod imay ibe 

iextended ifor ithree imonths. iTribunal ishall ipronounce iits ijudgment iwithin iten idays iafter 

ithe iconclusion iof itrial iwhich imay ibe ideferred ifor iten idays. i 

4.4 iCYBER iAPPELLATE iTRIBUNAL 

The iGovernment ishall iestablish ione ior imore icyber iappellate itribunal. iThe iappellate 

itribunal ishall ibe iconstituted iby ione ichairman iand itwo imembers iappointed iby ithe 

iGovernment. iTo ibe iappointed ias ia ichairman iof iCyber iAppellate iTribunal, ihe imust ibe 

ieither ia iformer ijudge iof ithe iSupreme iCourt ior iexisting ijudge iof ithe iSupreme iCourt ior 

iis ieligible ito ibe iappointed ias ia ijudge iof ithe iSupreme iCourt. iOne iof ithe itwo imembers 

iof ithe itribunal ishall ibe ia iretired iDistrict iJudge ior iemployed iin ithe ijudicial iservice iand 

ithe iother imember imust ibe ian iexperienced iand iskilled iperson iin iinformation iand 

icommunication itechnology. iThey ishall ibe iappointed ifor i3-5 iyears. iCyber iAppellate 

iTribunal ishall ihave ino ioriginal ijurisdiction. iIt ishall ionly ihear iand idispose iof iappeals 

ifrom ithe iorder iand ijudgment iof ithe iCyber iTribunal iand iSessions iCourt iin iappropriate 

icases. iThe idecision iof ithe iappellate itribunal ishall ibe ifinal, iand iit ishall ihave ithe ipower 

ito ialter, iamend, iand iannul ithe iorder iand ijudgment iof ithe icyber itribunal. iThe iappellate 

itribunal ishall ifollow ithe iappellate iprocedure iof iHigh iCourt iDavison iof ithe iSupreme 

iCourt. iUntil icyber iappellate itribunal iis iestablished, iappeal imay ibe iheard iby ithe iHigh 

iCourt iDivision. 

4.5 iOVERALL iOBSERVATION i 

It iis iundeniable ithat iwith ithe iadvance iin ithe iworld, iinternet iis ibecoming ipopular iday iby 

iday iand iits iuse ihas irapidly iexpanded iin iBangladesh. iThe igrowth iof iSNSs ishows ia 

isignificant ichange iin ithe isocial ibehavior iof iInternet iusers ibecause iof isome ispecial 

ifeatures. iIt ishould inot ibe idisagreed ithat ithe iseveral iadvantages iof isocial inetworking 

ithrough ivarious iways ias iit idevelops isocial icontract ior irelationship iamong ithe ipeople 

i(users), ihelps ito ienforce ilaws, isuch ias ilaw ienforcement iagencies imay iuse iSNSs ito icatch 

ioffender iand ito iimplement ilaws,19 iand ispreads iknowledge ithrough isharing istatus. iIn imany 

iregards, iTwitter ihas irevolutionized imodern icommunication, i20 ias iwell ias iFacebook ilies 

ion ithe isimilar ifooting. iHundreds iof ithousands iof itheir iusers iare iusing ithese iplatforms 

ievery iday ito iconnect iwith iothers, ito isee iothers’ iviews ias iwell ias ito ishare itheir iown 

iviews. iAlthough ithere iis iimportant isignificance iof iSNSs iin iparticular iFacebook iand 

iTwitter ias ibearing ia ilot iof ibenefits, ithe imisuse iof iSNSs ileading ito icyber-crime iincluding 

icyber idefamation ican ialso inot ibe idenied. iFacebook iand iTwitter iare iplaying irole iin 

icommitting ias iwell ias iin ipreventing icrimes. iHence, inot ionly ithe iuse ibut ialso ithe iusers 

ishould ibe iregulated iin ian iacceptable imanner. iThe iimportance iof ionline isocial inetworks 

iis inot idenied iin iany iway. iIt iis ialso inot ibeing isaid ithat ithe iuse iof iSNSs ishould ibe 

istopped ior ithere ishould inot ibe iany iright ito iexpress, ibut irestriction ion ithe iuse iis ibeing 

iimposed ithrough iregulation. iThe ibasis iis ino ione ican iexercise ihis ior iher iright iby 

 
19 iPolices iof ione iof ithe ipolice istation iusing iFacebook iofficially ias ian iinformant isources iof ioffences. 

iRetrieved ifrom ihttps://www.Facebook.com/acpatroluttara. 
20 iKelley.(2013) 
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iviolating iother irights, iin iother iwords, iyou ihave iright ito iexpress ianything ibut icannot 

iharm iothers. iHow ican ithe icontent iof iFacebook iand iTwitter iin iBangladesh? 

The icourt iviews ion ithe idefamatory istatement ior itwibles istatement imade ion ionline iSNSs 

iis ipositive iin ia isense ias ithe itrend iis ibeing ichanged ithrough iapplying ithe ilaws ion ionline 

ienvironment. i 

Actually, ijudicial iactivism iis ivery iimportant ito iestablish iany icyber-crimes icommitted iin 

icyber ispace. iTo isome iextent, iFacebooking ior itwitting iplay ia irole ias ivirus;21 ihence, ilegal 

iinstruments ior idirections ican iact ias ian iantivirus ito iremove isuch ivirus iacting iin ithe iform 

iof icyber-crimes. iAlthough ithere iare inational ilaws iregulating icybercrimes iincluding icyber 

idefamation, ithe ienactment iof ian iinternational iconvention ibears iimportance iin iorder ito 

iharmonize isuch ilaws ias iit ihas ibecome iglobal iissues ion ianonymous. i 

Apart ifrom ionline ianonymity ii.e., ithe ilack iof ineed iof iidentification icomplicating ionline 

idefamation, iextraterritoriality iis ianother iissue iat iglobal ilevel. iAlternatively, iGeneral 

iAssembly iof iUnited iNation imay iintroduce ian iinternational ibody iby ia iresolution ias iit 

iestablished ithe iUNCITRAL iin i1966 iby ia iresolution i2205 i(XXI). 

 iEven iif ithe ioutput iis ia imodel ilaw, iit ican ialso ibe ifruitful ias ithe iUNCITRAL iModel 

iLaws ion idifferent isubject imatters iare iwitnessing iin ithe iworld. iMoreover, inow ithat ino 

irelevant iinternational ilaw iexists iand iStates ihave iacted ithrough ienacting iregulation ibut 

ithere iis iexistence iof ivarious ilacking, ihence, ithe iamendment iof iexisting ilaws iis ineeded. 

iLessig i(2006) iaddressed ifour ielements iin iorder ito icontrol isomething, isuch ias, ilaws, 

inorms/policies, imarket, iand iarchitecture.22 iBefore imaking iany ilaws iregulating icyber-

crimes, ithese ifour ithings ishould ibe itaken iinto iconsideration. iSuch iamendment ishould 

icontain isatisfactory ievidentiary istandards, ieffective iand istrong ienforcement imechanisms ias 

ilaw iwithout ienforcement iis ivalueless. iIn iorder ito ido ithat, icertain ireforms iof iprocedural 

ilaws iespecially iof iBangladesh iare ineeded. iIn iBangladesh, icivil icourts ishould ibe igiven ia 

iconcurrent ijurisdiction. iAs iearly istated, ithat ithere iis ivery irear iapplication iof itorts ilaw iin 

iBangladesh, iand ithe itribunal iestablished iby ivirtue iof isection i68 iof ithe iICTA i2006 ionly 

ican iimpose iimprison iand ifine ias iunlawful iactivities iunder ipresent iAct iis itreated ias 

icriminal ioffences, iit ishould ibe igiven ipower ito iprovide idamages iunder ithe ipresent ilaws. 

iIt iis iopined ithat icivil iremedy iis ibetter ito iget ijustice ias ithe iprovision iis ibalance iof 

iprobability irather ithan icriminal ias iit imust ibe iproved ibeyond ireasonable idoubt. 

 

 

 
21 iin ia iseminar iheld iin iaround i2006-2007 iat ia iuniversity isituated iin iBangladesh iwhere iProf iDr. iMahtab 

iKhanam, ia iwell ifamous ipsychologist, iwas itreating imobile iphone ias ia ivirus idue ito imisuse iit ivery ilargely. 

iIn iline iwith iher ithinking, iI ithink iFacebook iis ion isame ifooting ilike imobile iphone ias itechnology/internet 

iis icheapest iand idevices iare ieasily iportable 
22 iLessig, iL. i(2006). iCode iversion i2.0. iNew iYork: iBasic iBooks. 
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Chapter iV 

CONCLUSION iAND iRECOMMENDATION 

CONCLUSION iAND iRECOMMENDATION i 

Law iis inot ionly itool ior iforum ito isolve ia iproblem. iApart ifrom ilaw, ialternatively, 

idistributed isecurity iapproach ito iprevent icybercrimes iincluding icrimes iin isocial inetworks 

ican ibe iadopted. iDistributed isecurity iis ia istrategy ito icontrol icyber-crimes, iand ithis inew 

imode icannot irely ion isanctions, ibut imust iinstead iturn ithe idistributed inature iof icybercrime 

ion iits ihead.23 iDistributed isecurity iapproach ican ialso ibe iknown ias iholistic 

iapproach.24Under ithis imodel, ilaws iand ilaw ienforcement iagencies iare inot isufficient ito 

icontrol iany icrime icommitted iin icyber ispace. iHence, iagencies, iusers, iISP iand iso ion, ihave 

iroles ito iplay iin icontrolling icybercrimes iincluding icyber idefamation. iFor iexample, iISP iis 

iconsidered ias ia idoor ito iaccess ion ithe iinternet. iThey ican iset ifilters iand ihelp iagencies ito 

iidentify iusers iwho iare imisusing. i 

It iis inot isaid ithat ithe idistributed isecurity iapproach iis ionly isolution irather ialong iwith ilaws 

iand ipolicies, ithis inew iapproach ican ialso ibe iadopted ito icontrol icyber-crimes.25Finally, 

ilegal iframework iof ijurisdictions idealing iwith idefamatory icontents istands ialone iby 

ithemselves iwith isimilarities iand idifferences ibetween ithe itwo. iSuccess iof iany ilaw idepends 

ion ihow iit iis ibeing iimplemented iand ihow ithe ipeople iaccepted iit. iIf iwe iall iare iready ito 

iaccept ilaw, iit iwill ibe isuccessful. iFor ieffective iand iefficient iimplementation iof ilegal 

iregime, ithere imust ibe ia iwillingness ito iaccept ithe ispirit iof ithe ilaws iwith iits iblack iletter. 

RECOMMENDATIONS i 

 

 

 

 

 

 

 
23 iBrenner, iS. iW. i& iClarke+, iL. iL. i(2005). iDistributed iSecurity: iPreventing iCyber iCrime. iJ. iMarshall iJ. 

iComputer i& iInfo. iL. i23. ip.659. 
24 iAsia iPacific iDefense iForum. i(2012). iCyber iEvolution. iUSA. i(37.1). 
25 iBrenner i& iClarke+.(2005). 
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