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Abstract— Web security may be a set of procedures, practices, and technologies for shielding internet servers, web users, and their 

encompassing organizations. Security protects you against surprising behavior. Most internet applications have essential bugs (faults) 

moving their security, that makes them prone to attacks by hackers and arranged crime. to forestall these security issues from occurring 

it's of utmost importance to grasp the everyday software system faults. Applications written with robust typewritten languages have a 

smaller range of reported vulnerabilities and exploits. we have a tendency to had to think about additional robust typewritten 

applications to get a good quantity of vulnerabilities when put next to the weak typewritten. per our findings, weak typewritten are the 

popular targets for the event of exploits. we have a tendency to conjointly determined that one fault kind was answerable for most of the 

protection issues analyzed. the foremost relevant fault sorts analyzed were totally careful providing enough data for the definition of 

vulnerability fault models. The planned methodology permits gathering the knowledge on common mistakes that developers ought to 

avoid. to grasp however these vulnerabilities are extremely exploited by hackers, this paper conjointly presents associate analysis of the 

ASCII text file of the scripts wont to attack them. the result may be wont to train software system developers and code inspectors within 

the detection of such faults and also the Digital signature is generated to avoid such attacks. 
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I. INTRODUCTION 

Web application security is that the method of securing confidential knowledge hold on on-line from unauthorized access and 
modification. this is often accomplished by imposing tight policy measures. Security threats will compromise the info} hold on by a 

corporation is hackers with malicious intentions try and gain access to sensitive information. internet security could be a s et of 

procedures, practices, and technologies for safeguarding internet servers, web users, and their close organizations. Security protects 
you against sudden behavior. Most info systems and business applications engineered today have an online front and that they got to 

be universally out there to shoppers, employees, and partners round the world, because the digital economy is changing into 
additional and additional current within the world economy. These internet applications, which may be accessed from anyplace,  

become therefore wide exposed that any existing security vulnerability can most likely be uncovered and exploited by hackers. the 
safety of internet applications becomes a significant concern and it's receiving additional and additional attention from governments, 

firms, and therefore the analysis community. Attackers conjointly followed the move to {the internet|the online|the net} and 
intrinsically quite 1/2 current laptop security threats and vulnerabilities have an effect on web applications. the most anal ysis goal is 

to know the standard software package faults that area unit behind the bulk of internet application vulnerabilities, taking into 
consideration totally different programming languages. to know the connexion of those sorts of vulnerabilities for the attack ers, the 

paper conjointly analyzes the code wont to exploit them. To characterize the categories of software package faults in a very set of real 
internet applications. every patch was inspected full to assemble the precise characteristics of the code that was answerable for the 

safety downside Associate in Nursingd classified them per an adaptation of the orthogonal defect classification (ODC).  

II. LITERATURE SURVEY 

 
P Anbalagan “Towards a Unifying Approach in Understanding Security Problems”. 

Security issues, vulnerabilities or faults and security exploits like attacks, failures square measure a set of the overall class of package faults 

and failures. we have a tendency to gift a model of relationships between security issues and their exploits within the field 
evaluated however promptly a project team fixes security issues, i.e., whether or not there's any backlog in fixing security issues or not, a 

project team’s response to security issues that have older failures (exploits) and people that stay fallow within the field. 
III. OVERVIEW OF ARCHITECTURES 

IV. CRYPT OGRAPHY FOR IOT 

 

Cryptography is a method for safeguarding the data by converting into ciphertext. There are different types of security measures and 

concepts for each layer of IoT [2] .The cryptography algorithms are mainly used for securing the data. This is a technique which 

encrypts the data needed to be secured to ciphertext during transmitting data in the network. The Cryptographic is alienated into  

two approaches namely the symmetric and asymmetric ciphers. 

 
In the Symmetric key encryption method, for both encryption and the decryption process the same key is used. This process takes 

less time for encryption and decryption processes. 

In the Asymmetric key encryption method, the algorithm uses 

public key and the private key for encryption and decryption 
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process respectively. This type of encryption method provides a good mechanism for sharing the key. However, this method takes 

more time and the length of the key should not be large. 

The IoT based device uses the sensor nodes, RFID, smart card has less memory and runs on less power. The standard cryptography 

algorithms cannot be used here because of high memory usage and low performance. Hence to overcome the above-mentioned 

problems of the IoT devices, lightweight cryptography algorithms are introduced which gives almost equal level of security and 

good performance [5]. 

 
V. POSSIBLE ATTACKS ON IOT 

The communications of IoT based device happens through Internet, which is a public network. Hence  this  device becomes 

vulnerable to different types of attacks which cause interruption in the process [3]. Some of the possible types of attacks are as 

mentioned below: 

DOS.The DOS is  an attack which stops the service provided by that machine by keeping the network busy [2]. This attack will 

completely stop the working as it gets too many service requests at one time leading the machine to crash. This attack makes the 

machine too busy for authorized party’s communication. On network layer the Denial  of  Service causes spoofing. In spoofing, a 

message  is sent by a spite which is repeatedly used to generate a high traffic on the communication network. 

Work Hole.In this type of attack the attacker records bit from the network, channels them in a particular planned way to the other site, 

and then retransmits them into the network. 

The Eavesdropping.In this attack the attacker secretly listening to the private conversation without their permission. The attacker 

can also change the messages during the conversation between two parties. 

The Man-in-Middle.The attack is quite similar to eavesdropping.[2] This attack is done during the communication session between 

two parties. In this attack the attacker enclosures into the communication and tries to get the information or any other move which  

may  harm the sender and  the  receiver. The communicating parties can still think that they have been receiving legit messages. 

The Fabrication. A fabrication attack seeks   to create illegal or false information in a system. These fabricated data are directly 

inserted or modified in authentic data. The attackers use this to make a compromised system. 
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VI. SECURITY ENCOUNTERS 

The security challenges encountered in the IoTs are: 

Integrity of data.Integrity of data is basically a complete consistency  as well as the accuracy of the data. The integrity of the data 

is implemented during the design of the database process using the procedures and rules with specific standards. But due to wrong 

integrity measure’s data is captured by the third party. The third party (Malicious nodes) can be injected into the network with 

wrong information which will harm the entire system. 

Confidentiality of Data. The confidentiality of data can be implemented in different types. The access control and data 

encryption are most commonly used procedures to ensure confidentiality with security. Data encryption is the method of securing 

the data and the access control is one of the methods to control access to system data based on identity  who  is trying to access the 

data. 

Availability of Data.The data availability is essential and required to assure the quality service to the users. The third party attack 

makes the resources unattainable to handlers by keeping the server busy. The data can be made available by creating different 

routes for transmission of the data. By making different routes, if one route is attacked an alternate route can be used for data 

transmission and this will increase the possibility of attack detection. 

The Verification and Approval.The verification is basically an authentication which means confirming the identity of the user 

and approval means giving access to the authenticated user. Attackers usually  try  to get the access to system using the liabilities 

in the verification  and  approval system. The third party can bypass the mechanisms of verification and approval and can deploy 

spiteful action on the system. By using the RBAC (Role Based Access Control) which uses the systematic access control protocol 

the attacks can be reduced. 

 

 

VII. COMPARISON OF VARIOUS ALGORITHMS 

 

The lightweight block ciphers are compared with respect to their different key sizes with structure, function, Block size, Rounds, 

Cycles, Areas and Throughput  in  the below table. The compared algorithms use two types of structures such as SPN (Substitution 

Permutation Network) and PSNR (Linear- feedback shift register). SPN makes use of S-box and P-box mainly.   The   PRESENT,   

RECTANGLE,   KLEIN,   LED, 

PRINT, KATAN and KTANTAN are the algorithms with various  key  sizes. RECTANGLE with 128bits has a larger 
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area compared to all the algorithms. KLEIN 64 has a high throughput of the compared algorithms with various key sizes. 

The below graph shows various algorithms with their different key sizes compared with the memory consumed by the algorithm 
in terms of area. 
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Fig. 2. Throughput of Algorithms 
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VIII. CONCLUSION 

The technique we used in this project was able to correctly identify all attacks as SQLIAs, while allowing all legitimate queries to be 
performed. In other words, for the cases considered, our technique generated no false positives and no false negatives. The lack of false 

positives and false negatives is promising and provides evidence of the viability of the technique. In our study, we did not compare our 
results with alternative approaches against SQLIAs because most of the existing automated approaches address only a subset of the possible 

SQLIAs. 
The results may be related to the specific subjects considered and may not generalize to other web applications. Our empirical 

evaluation, performed on commercial applications using a large number of realistic attacks, shows that proposed method is a highly 

effective technique for detecting and preventing SQLIAs. 
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